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ABSTRACT

Encryption is one of the most important security methods in Fifth Generation (5G) networks, offering high
speed and security to support enhanced Mobile Broadband (eMBB), as well as Ultra-Reliable Low-Latency
Communications (URLLC). Each algorithm (Advanced Encryption Standard (AES), Data Encryption
Standard (DES), ZUC, Synchronous Network-Oriented Word-oriented stream cipher, version 3G (Snow3Q))
has distinct strengths and weaknesses in speed and security. Therefore, this research presents two new hybrid
models: ZUC-AES (combining the speed of ZUC with the strength of AES) and SNOW3G-DES (combining
the speed of SNOW3G with the strength of DES). The models were simulated in MATLAB for data up to
5,000,000 bits, the results simulating six algorithms in MATLAB showed an improvement in strength
compared to conventional algorithms, with the p-value on the National Institute of Standards and Technology
(NIST) SP 800-22 test improving by approximately average 50% for ZUC-AES (0.4323) compared to ZUC
alone (0.288). ZUC was found to be the fastest of all with time 0.85s to 1000000 bit, while the third model,
ZUC-AES, achieved superior results compared to AES and DES, while closely matching Snow3G's
performance. The study proposed integrating RSA into the system to encrypt keys for secure exchange and
increase the strength of encryption
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1. Introduction (11 PT)

5G networks increasingly rely on high-speed, low-latency communications, making the security of data
transmission vital to ensure confidentiality and integrity [1-3]. Traditional encryption algorithms such as AES
and DES remain prominent methods for protecting data: AES offers strong security and high software efficiency
[4,5], while DES’s short key length leaves it vulnerable to brute-force attacks [6,7]. Stream algorithms like
SNOW3G and ZUC, defined in 3rd Generation Partnership Project (3GPP) specifications, meet encryption
requirements in 4G and 5G environments: ZUC excels in speed and mobile efficiency, whereas snow3G
provides enhanced resilience [8,9]. Despite these advances, no existing method achieves the optimal balance
between low encryption latency and robust security required for URLLC and eMBB services in 5G networks.
Symmetric ciphers (AES, DES) are fast but susceptible to advanced analytical attacks, while asymmetric
schemes (RSA, Elliptic Curve Cryptography (ECC)) deliver strong security at the cost of high processing times
incompatible with 5G performance demands. Therefore, this research proposes two hybrid stream-block
encryption models that leverage the security strengths of AES and DES alongside the speed advantages of ZUC
and SNOW3G. The first model integrates AES’s cryptographic robustness with ZUC’s lightweight keystream
generation, and the second model combines SNOW3G’s rapid stream cipher operations with a single round of
DES for enhanced diffusion. We evaluated both hybrids against AES, DES, SNOW3G, and ZUC in terms of
encryption/decryption time, and keystream randomness. Results demonstrate that the proposed models achieve
a superior security-speed trade-off across successive encryption rounds. These findings indicate the potential to
enhance 5G network security without sacrificing performance, thereby supporting high-throughput IoT
deployments and other low-latency applications.

This work is licensed under a Creative Commons Attribution License (https://creativecommons.org/licenses/by/4.0/) that allows others @ @
to share and adapt the material for any purpose (even commercially), in any medium with an acknowledgement of the work's authorship
and initial publication in this journal.
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In 2021, Yang, Jing [10] demonstrated that SNOW-3G with a 256-bit key was vulnerable (with attacks of
complexity (2'? and 2'”7) thus developed SNOW-V, achieving 256-bit security with speeds up to 58 Gbps. In
2020, Rabia Khan et al [11] surveyed core technologies for a 5G security model, discussing network monitoring,
management, standards, key projects, and future research directions. Later in 2021, Ardalan H. Awlla and
Sirwan M. Aziz [12] enhanced AES with shift row and Mix Columns, outperforming the traditional version.
This paper is organized as follows: Section 2 details our proposed approach, including the system model, and
implementation architecture. Section 3 describes the results and critical discussion. Section 4 concludes the
paper and suggests directions for future research.

1. System model

In this section, six commonly used encryption algorithms were examined to identify their strengths and
weaknesses, assess security and performance, and determine their strength and speed to address existing
problems with the algorithms. They were simulated in MATLAB. After obtaining the results for the six
algorithms, two hybrid ciphers were created to leverage their advantages. The strength of AES and the speed of
ZUC were combined in one hybrid cipher, and the strength of DES and the speed of Snow3G were combined
in another hybrid cipher. The six algorithms studied were (AES, DES, ZUC, snow3G), and the two ciphers
created were (ZUC-AES, snow3G-DES). The results will be presented later in section 3.

1.1. Research methodology
We discussed the methodology of the algorithms AES, DES, ZUC, Snow3G and the proposed designs.

2.1.1 Advanced encryption standard (AES)

It is a symmetric algorithm with a 128-bit block size and three different key sizes: 128, 192, and 256, with
rounds of 10, 12, and 14, respectively [13] Fig. 1 shows AES Algorithm.
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Figure 1. AES Algorithm [14]

The block is stored in a 4*4 matrix called state. After that, an XOR is performed with the key. After that, several
rounds of the following operations are performed:
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SubByte replace the values resulting from the XOR operation with values in table
Shift-Rows by 0, 1, 2, and 3 positions to the left

Mixcolums

2 B b=

AddRoundKey This operation applies the bitwise addition of the round key k € F328 to the state x € F328,
i.e., AddRoundKey: x7 —» x @ k. Except for the last round, which is performed without Mixcolums.

The number of rounds depends on the key size, as mentioned above. As for the receiving end, during decryption,
the same process happens but in reverse.

2.1.2 Data Encryption Standard (DES)

A 64-bit block algorithm with a 64-bit key, 56 bits of which are used for encryption and 8 bits for parity
check. With 16 rounds as shown in Fig. 2, the algorithm begins by passing the (64)-bit block to the Initial
Permutation (IP), where 64 bits remain, but with different values [15]. After the rounds are completed, the
final data is passed to the Final Permutation (FP). After the IP is completed, the result is divided into two
parts: LO(33-64) and RO(1-32) for 16 rounds of operations, including

Li = Ri—l (1)
Ri=1Li_1® F(Ri-1,K;) (2)

Ciphertext

Figure 2. DES Algorithm [16]
2.1.3 PC-1 Permuted Choice 1
Remove 8 bits from the original key (64 bits) to create a 56-bit subkey [17] and then Split into two halves (C_0,
D _0): each of 28 bits.

(CollDo) = PC — 1(Key®*~bit) — 56 3)
K, = PC—2(C; || D;) > 48 (4)

Ciphertext is final permutation to (L1¢ || R16)-
In Decryption end using the same steps as above, but with the sub keys in reverse order (K;4to Kq). All
equations and figures remain the same, with no changes other than the order of the keys
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2.1.4 Zuc-128

The algorithm consists of three layers: The Linear Feedback Shift Register (LFSR) register, the second is the
Reorganization (BR), the third is the nonlinear function F [18], linear feedback shift register: The first layer
performs the following operations:

Distributing the 128-bit key and the 128-bit vector iv and the constant D

k = kollkill..1k1s (5)
and
v = wol| ivy|| ivy || ... || ivys (6)
D = dylldy || ..-1ld1s, (7
si = killd;||iv; (®)

with 15 bits per register
Let D be a 240-bit long constant string composed of 16 substrings of 15 bits:
Over 16 registers as shown on Fig. 3. each with a size of 31 bits, for a total of 496 bits with the following order:

mod (2*'-1)

5% ¢
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>

Figure 3. ZUC-128 Encryption and Decryption Process

The LFSR has 2 modes: the initialization mode and the working mode. In the initialization mode, the LFSR
receives a 31-bit input word u, which is obtained by removing the rightmost bit from the 32-bit output W of the
nonlinear function F, i.e. More specifically, the initialization mode works as follows: LFSR with Initialization
Mode(u)

V =218 + 21785 + 22155 + 229S, + (1 + 28)S, mod (231 — 1) )
and (10)
Si6 = (v +u) mod (23 — 1); (10)

If S;¢=0, then set S; =231 — 1
(51152» "'1515'516) - (SOJSL "'1514-7 515)' (11)
In the working mode, the LFSR does not receive any input, and it works as follows: LFSR with work mode
Sie = 215815 + 2175, + 22185 + 2205, + (1 + 28)S, mod (23 — 1) (12)
(51152» "'1515'516) - (SOJSL "'1514-7 515)' (13)

The bit-reorganization

The middle layer of the algorithm is the bit-reorganization. It extracts 128 bits from the cells of the LFSR and
forms 4 of 32-bit words, where the first three words will be used by the nonlinear function F in the bottom layer,
and the last word will be involved in producing the keystream.

Let Sy, S5, S5, S7, So, S11, S14, S15 be 8 cells of LFSR Then the bit reorganization forms 4 of 32-bit words X0,
X1, X5, X3 from the above cells as follows:
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Xo = 515H||514L

X; = S11L||59H

14
X, = S7L||55H ( )
X3 = SZL”SOH-

The nonlinear function F utilizes two 32-bit memory cells (R and R;). Let the inputs to F be X, X; and X5,
which come from the outputs of the bit-reorganization, then the function F outputs a 32-bit word W. The detailed
process of F is as follows: F (Xg, X1, X3)

W=(X,® R)HR; (15)
where B main mod (23?)
Wi= R HX; (16)
W, =R, @ X; (17)
Ry = S(Li (Wi |IW2h)) (18)
Ry = S(Ly(War[[Wan)) (19)

where S is a 32x32 S-box, L, and L, are linear transforms The S-box S The 32x32 S-box S is composed of 4
juxtaposed 8x8 S-boxes, i.e., S to (Sg, S1, Sz, S3), where Sy=5,, $1=S3. Let x be an 8-bit input to S, (or S;).
Write x into two hexadecimal digits, then the entry at the intersection of the h-th row and the I-th column in
table (or table) is the output of Sy (or Sy).

The linear transforms L, and L,: Both L, and L, are linear transforms from 32-bitwords to 32-bit words, and
are defined as follows:

LX) =X@ (X <<<3,22) D (X <<< 3,10) @ (X <<< 3,18) @ (X <<< 3,24) (20)
L,(X)=X® (X <<< 3,8) @ (X <<< 3,14) @ (X <<< 3,22) @ (X <<< 3,30) (21)

After 32 cycles without production (initialization cycles), the stream key is produced in the following form,
consisting of 32 bits [18].

ZI=W® X; (22)

2.1.5 3.5 Snow 3G

A streaming algorithm like ZUC, except that it has three internal R registers and only two layers: LFSR and
Finite State Machine (FSM). The key and vector are first partitioned across 16 registers (each register is 32 bits
long) Then Calculate a new value for S16 using the following equation:

Stv16 = (@ © St) @ Sey2 B (@7 Se411) (23)

o = 0x00000002 and o ! such that
a X at = 1 (mod P(x)) (24)

Then rotate the digits to the right. Shift: s; « s;,1 (i=0...14), S;5 < Si6. The FSM includes the following
operations with update in every round [19]:

X1=R; D Ss (25)
Ry = (X, H Ry) (26)
R, = S_box1 (R;) 27)
R3; = S_box2 (R;) (28)

W= (Ss HR) OR, 29

After 32 cycles without production the stream key is produced in the following form and as shown in Fig. 4
Keystream word:
Z=W®®S, (30)

Throughout key generation, the SNOW 3G algorithms are used Fig. 4
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Figure 4. Snow3G Algorithm Throughout Key Generation [20]
1.2. Proposed designs
1.2.1. ZUC-AES

Figure 5 explain This hybrid algorithm, is a new and previously unexplored part, combining two algorithms:
one for block and the other for stream. This leverages the power of AES. The speed of ZUC is well-known for
stream algorithms. Stream algorithms. ZUC operates alone during the 32 initialization cycles. AES is inserted
between the BR layer and the F layer, where the outputs of (X,, X1, X, X3) from the BR layer, consisting of
128 bits (4*32), are taken. This provides a suitable input for Aes, which encrypts these inputs at each stream
key generation cycle, producing 128 encrypted bits. This is then divided into four groups of 32 bits each,
replacing the previous group (Xg, X1, X5, X3) in order.
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Figure 5. ZUC_ AES Hybrid Encryption and Decryption Process

1.2.2. Snow3G_DES

A hybrid cipher combining DES's security strength with Snow3G's high speed. The algorithm operates as
snow3G alone during initialization cycles. During key stream generation cycles, des is introduced into the
snow3@ algorithm by passing S;5 and S5 (2*32 bit) as a 64-bit block that is encrypted during each key stream
generation cycle as shown in Fig. 6. This also produces a 64-bit encrypted block that is divided into two parts:
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The right part goes where S5 was going, and the left part goes where S;5 was going. We previously discussed
the two algorithms separately. When the algorithm was executed, the following result were obtained.

Y N il
\ A
s15| -------- I ------- l s EI S5 EITFZ ‘ ----- J ----- [ S0 ]
l feaile) [ | d Z—»

Figure 6. Snow3G_DES Hybrid Encryption and Decryption Process

3. Simulation results

In this section of the research, the results of simulating six algorithms in MATLAB were presented, four of
which were single and two proposed hybrids, for the purpose of measuring the encryption and decryption time
in each of them in seconds. In the streaming algorithms that produce a streaming key, only one reading is
adopted, which is the encryption time, because the decryption time is considered the same because it depends
on the same steps. The results were as follows:

3.1. Non-hybrid encryption algorithms
When simulating AES, DES, ZUC and Snow3G algorithms we obtained the results in Table 1.
Table 1. AES, DES, ZUC, Snow3G Encryption and Decryption Time

Data AES AES DES DES ZUC Snow3G
Size(bit) Enctime  Dec time Enctime Dectime Enctime  Enctime
1000 0.0039 0.0036 0.0077 0.0096 0.003 0.007
64000 0.21 0.18 0.36 0.33 0.067 0.17
128000 0.38 0.34 0.65 0.63 0.126 0.3
256000 0.71 0.67 1.28 1.26 0.25 0.6
512000 1.37 1.34 2.5 2.51 0.46 1.15
1000000 2.68 2.67 4.97 4.86 0.85 2.06

The encryption time results for AES across six data sizes show a near-linear relationship between bit size and
encryption/decryption time. For instance, with 256,000 bits, encryption took 1.28s and decryption 1.26s.
Doubling the data to 512,000 bits nearly doubled the time. Among the symmetric algorithms tested, AES is the
fastest, yet it is slower than the stream ciphers ZUC and Snow3G, while DES is the slowest. When simulating
DES in MATLAB with optimized function calls, we observed similar near-linear scaling. At 256,000 bits, DES
took 1.28s and 1.26s; at 512,000 bits, times increased to 2.5s and 2.51s respectively. However, results for small
inputs (e.g., 1,000 or 64,000 bits) were inconsistent due to measurement variability.

Table 1 also includes ZUC encryption results. Only encryption time is shown, as it equals decryption time due
to identical operations (stream key generation and XOR). ZUC had the shortest encryption time among all
algorithms. For example, at 128,000 bits it took 0.126s, and at 256,000 bits, 0.25s—again showing near-linear
growth. Snow3G follows a similar pattern, though slower than ZUC. It required 2.06s to encrypt 1,000,000 bits,
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compared to 0.85s for ZUC, but still faster than AES (2.68s) and DES (4.97s). Like ZUC, Snow3G’s encryption
time increases proportionally with data size.

3.2. Proposed hybrid encryption algorithms

In ZUC_AES Three models of ZUC_AES encryption were created. In addition to the original model (the first),
two other models were extracted from it. The first is to make the AES call limited to only one round instead of
10 rounds. The second is that in addition to calling one AES round, AES is called once out of four times to
produce a stream key. That is, the hybrid algorithm works as ZUC alone to produce three stream keys and calls
one round of AES when producing the fourth stream key. The calling is done alternately and is not limited to a
specific order. Also, four subkeys are used, that is, a subkey for each call within 128 bits. The same thing was
done with snow3G_DES. In addition to the original design (the first), two other models were extracted from it.
The first is to make the des algorithm limited to one round instead of 16, and the second is to make the hybrid
design work once as snow3G only and once des is called for only one round. The results for the three models
for both ZUC_AES and snow3G_DES are as in Table 2.

Table 2. The Results for the Three Models for Both ZUC_AES and snow3G_DES

Hybrid Data size First design enc ~ Second design enc  Third design enc
(bit) time (second) time (second) time (second)
1000 0.021 0.024 0.022
64000 0.43 0.36 0.2
128000 0.78 0.61 0.37
ZUC_AES 256000 1.4 1.05 0.7
512000 2.72 1.95 1.2
1000000 52 3.55 2.1
5000000 28 16.63 9.61
1000 0.021 0.013 0.0085
64000 0.74 0.24 0.19
128000 1.47 0.47 0.36
Snow3G_DES 256000 29 0.91 0.68
512000 5.83 1.81 1.35
1000000 11.32 3.52 2.61
5000000 63.6 17.13 13

The results of the hybrid encryption (First design) simulation for the first proposed design by introducing the
AES algorithm into ZUC, show that the encryption time of the hybrid algorithm ZUC-AES is approximately
1.5 times, or one and a half times the encryption time of the two algorithms combined. For example, the
encryption time for 512,000 bits in AES was 1.37 seconds, in ZUC it was 0.46 seconds, and in the first proposed
design it was 2.72 seconds. When dividing this time by the encryption times of AES and ZUC (1.37 + 0.46 =
1.83), the result is 2.72 +1.83 = 1.48. It is true that AES and ZUC are called 4 times for each call for the same
data size if it was done with the AES algorithm, because the size of the data encryption block is 128 bits, while
the flow key for one cycle is 32 bits, meaning four call cycles in the proposed encryption compared to one cycle
in AES alone. Despite all this, as we said, it is equivalent to 1.5 times for them, and the reason for this is that
the time taken in the first cycle is not the same as the time for the cycle 1000 for example because the two
algorithms are initialized, for example, matrices, as well as s-box and the rest of the operations such as XOR,
and thus it becomes faster. The same thing mentioned above in the first proposed design also applies to the
second proposed algorithm (Snow3g DES first design), which is inserting des into snow3G. Despite invoking
DES and Snow3G twice per 64-bit block (vs. once in standalone DES), encryption time did not double and once
in the case of the des algorithm alone, the encryption time did not double for the same reasons mentioned in the
ZUC_AES results.

3.3. Comparisons between proposed algorithms with traditional algorithms

The Fig. 7 below shows Proposed ZUC-AES algorithms with other algorithms encryption time.
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Figure 7. Three Proposed Designs for ZUC-AES with other Algorithms

The Fig. 8 below shows the three proposed designs for Snow3G_DES with other algorithms.

It is clear from the results in above that the third model of the proposed design ZUC AES outperforms AES
alone in speed and is very close to the speed of snow3G, but ZUC is still the fastest among all, while the first
design is the slowest among all, but the strongest (2***) compare with 2% in ZUC [18] among them. The same
applies to snow3G -DES, as the third design also outperforms AES in speed, and the second design is faster
than DES alone, while the first design is slower but stronger than the single one (2°%).
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Figure 8. Three Proposed Designs for Snow3G_DES with other Algorithms
3.4. NIST SP 800-22 statistical tests

We performed NIST SP 800-22 statistical tests to test the randomness of 1,000,000 bits of stream keys generated
by the two proposed designs and also on 1,000,000 bits of stream keys generated by the ZUC and snow3G
algorithms. The results were as shown in Table 3.

Table 3. NIST SP 800-22 Statistical Tests

STATISTICAL TEST ZUC Snow3G ZUC_AES Snow3G_-DES
KEYSTREAM KEYSTREAM KEYSTREAM KEYSTREAM
P-VALUE P-VALUE P-VALUE P-VALUE
Frequency 0.739918 0.066882 0.991468
Block Frequency 0.122325 0.534146 0.350485 0.739918
Cumulative Sums 0.911413 0.739918 0.739918
Runs 0.534146 0.534146 0.911413
Longest Run 0.739918 0.350485 0.739918
Rank 0.350485 0.911413 0.534146 0.122325
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FFT 0.534146 0.534146 0.350485

NonOverlapping Template 0.350485 0.739918 0.534146 0.534146

Overlapping Template 0.008879 0.991468 0.350485 0.991468

Approximate Entropy 0.017912 0.213309 0.350485 0.122325

Serial 0.534146 0.213309 0.534146 0.534146

Linear Complexity 0.534146 0.350485 0.739918 0.739918
Average 0.2883 0.6178 0.4323 0.6265

Test results for all four algorithms (Table 3) show a significant p-value increase in hybrid models the p-value
values in the proposed hybrid designs compared to what they were when ZUC and snow3G were alone. For
example, the average p-value for the design ZUC_AES for 12 tests became 0.4323, while it was 0.2883 when
it was in the case of ZUC alone, it also almost doubled. We also notice that the second proposed design,
snow3G_des, outperforms all the algorithms we tested in the p-value value and in the source [15], meaning that
it is the most random among the four tested algorithms. It is worth noting that the test is considered successful
if the p-value exceeds 0.01, meaning that all the tests we did were successful.

3.5. Statistics related to the research content
Table 4 shows some of the statistics included in the research

Table 4. Time Research Statistics

Analysis Statistical Location in Value / Source / Technical
Type Indicator Paper Result Reference Significance
Encryption  Average Time Table 1 ZUC: 0.85s Simulation ZUC is
Time To 1Mbit Results significantly faster
than all
Hybrid Model Table 2 ZUC-AES Performance Faster than AES-
Speed Model 3: Evaluation only; balanced
2.10s hybrid
Speed Ratio Derived from ZUC is Own Indicates
Table 1 ~3.15x faster ~ calculation performance
than AES benefit of stream
cipher
Randomnes p-value Table 3 SNOW3G- NIST Tests  Passed randomness
s Quality DES: p= evaluation
0.6265 threshold (0.01)
Average p- Table 3 ZUC-AES:p NIST SP800- Acceptable
value =0.4323 22 randomness
improvement from
base ZUC
Number of Table 3 All models SP800-22 Confirms
NIST Tests passed 15/15 Tests cryptographic
Passed tests suitability
Security Key Length ZUC-AES = Own Stronger than AES
Strength 2384 Equation (2128) and
Snow3G- SNOW3G (2128)
DES=2320 and ZUC
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4. Conclusion

By examining our results, we conclude that, In terms of speed. ZUC had the shortest encryption and decryption
time among them, followed by Snow3G, followed by block algorithms, led by AES and then DES. For the
hybrid cipher we proposed, ZUC-AES, the encryption and decryption time was longer than AES. This is because
the number of AES calls in the hybrid design is larger than it would be alone for the same amount of data. The
same applies to Snow3G-DES, where the encryption of the proposed design was larger than Des and Snow3G
combined for the same reasons. To make it less, we changed the design to make AES or DES calls every certain
number of cycles, rather than every cycle, such as 1/4 of the stream key production cycles, or once every two
cycles of production, limiting it to just one round. However, this reduces the security of the proposed design
because it makes the production of some stream keys dependent only on ZUC or Snow3G. From the results of
the NIST SP 800-22 tests, we find that the p-values of the proposed designs (ZUC_AES and snow3G_des) are
greater than the single (ZUC and snow3G). If a high level of security is required, then the two basic proposed
designs are the best. However, if speed in encryption and decryption is required, then the third proposed design
of the two proposed designs, is the best. Security strength increased from 22°¢ (snow3G) to 2*?° (snow3G-DES)
and from 2%°% in ZUC to 2*** in ZUC_AES. The future research should be introducing the RSA algorithm into
the two proposed designs, and using it to encrypt AES and Des keys, to significantly increase the security level
and ensure secure key exchange between the sender and receiver. And introducing other encryption algorithms
into the two proposed designs, such as introducing AES into the snow3G-des design and Des into the ZUC AES
design in the F layer between R; and R, and between mod and XOR, for example.

Limitations research are: Hybrid models are not suitable for resource-constrained devices (IoT with <512KB of
memory) due to the high encryption time. And the encryption time is significantly higher for the two hybrid
designs compared to ZUC/SNOW3G alone. To achieve low encryption time for the hybrid designs, the AES
and DES cycles in the proposed designs should be reduced, as well as limited to cycles for generating a specific
stream key. This impacts security.
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