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Abstract

Our use of the Internet does not necessarily mean that our data is secure.
Therefore, the need arose to use strong passwords to protect our database from
hacking. In order to strengthen passwords and protect the database from
hacking, the researcher proposed a system that contains two steps: the first one
is storing the username after hashing it by using the hash 256 algorithm which
makes it difficult for a hacker to guess the username; the second one is creating
a strong passwords to avoid attackers by using one of the following two
methods: The first is to add a random salt to the password by using the
Cryptographically Secure Pseudorandom Number Generator (CSPRNG)
algorithm, then hashing it by using hash 256 and storing it on the website.

The second is to use the Password-Based Key Derivation Function 2 (PBKDF2)
algorithm which salts the passwords and extends them (deriving the password)
before being hashed and stored on the website, to increase the time and effort
of the attacker in guessing them. The results of the two mentioned methods are
compared in terms of speed and resistance to attackers, then password attacks

are analysed in addition to the calculation of the strength of the password, the
time it takes for the user to log in and the time required for the attacker to guess
the passwords per second. The Wolfram Alpha is used to calculate the
mathematic operations and system implementation was done by using IntelliJ
IDEA with java FX.

Keywords: Hash 256, CSPRNG, PBKDF2, Password hashing, Dictionary attacks, Brute force attacks, and
Rainbow tables attack.

e Ll 5208 Alaal 4y 8 5 e ilalS alasiad ) daladl o jela Iy Zial Liilily (o 5 5 pealls iy ¥ i i Lialadiiad) () tAaadal)
A 3 3 w28 %all el (3 335 (o (Y 10 sl ey Tl aaldl 81 ¢ Ll Bac B dlan 5y pal) S 5503 Ja (e 31AY)
Caaleall a4 8 ) 5 e lalS L) o Aol 5 taadinal) ansl (pedd aaleal) o arall o drag lae 256 452 d3e )l 53 aladinly
Jal) A5 A siall A8,V Al e Age ) ) sa aladinly el ARS ) s pele A8la) oo (Y o) o shall saa) aladiuly
attosal) zelial) BUERS) Adsdh 5 Fae 5 )58 oA (o Bl 5 g sall o e 335 256 45 5a3) Aa 3 5 aladiuly i 32 o5 «(CSPRNG)
B3l 3 e sl o se o Lo 333 5 Leth o 8 (sl AalS (BlELAT) Lgman 535 5 pall lalS by o 585 Al (PBKDF2) 2 s el 4alS )
Glaad dalad oy @lld ey g caaleall daglia g Ao pull Cua e G 5Sal (i Hlall 8 A5 )lie o5 a3 Liaedl (8 o2ga 5 paleall i
et palal) J s Jimniil 33U 15 ¢33 Jimnitl an8heuall 4 jiiuns 5301 1 5 al) Bl 5 g8 luia ) ALYl 5yl el
IntelliJ IDEA gabis plainly allail) 3 5 dualy )l lbleall Gluad Wolfram Alpha ahasiul a3 28y sasl gl 4l & ) g jall el

Java FX e

1. INTRODUCTION

There are two important methods for maintaining data security and they have different functions: hashing and
encryption. When retrieval of plain text is required, cryptography is the appropriate method, using a key for
encryption and decryption [1]. As for hashing, it is one-way and cannot be decrypted, a hacker can try to reverse
engineer it [2]. As nothing is safe online, even computers that are not connected to the Internet are not completely
secure, which is why passwords are used, not to ensure that attacks will not happen, but to reduce the risk [3].

In previous studies, the passwords are run through a hash algorithm that converts passwords into different letters
and symbols. This is not sufficient to provide the necessary protection, especially if the two passwords are
identical, which leads to identical hashes. It is then easy to hack passwords through brute force attacks, dictionary
attacks, and rainbow attacks [4]. This is why many recent studies have emphasized the use of salting, where
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random data is added to passwords before running them through the hash algorithm, which makes them unique
and difficult to hack. Using hashing and salting techniques together helps create completely different hashes.
Despite the use of a random series of salts, the brute force attack is still effective and therefore there is a need for
other techniques to increase security to be more immune to these attacks [5], and this is what we sought in our
research .Security can’t be guaranteed, however, there are some ways to reduce the risk of attacks, such as adding
salt or stretching passwords. The two techniques are considered two tasks to prevent attacks against passwords

[6].
2. Related Work

N. Ogini and N. Ogwara focused on the security of database passwords, where they used the md5 hash algorithm
with salt. In their research, they used the username as a salt rather than generating it randomly, which made
passwords easier for attackers to guess [7].

B. Diksha., H. Poonam, D. Priyanka they focused on the importance of using hashing with salting in confronting
a dictionary attack and stressed that using salt alone, even if it is random, does not prevent a brute force attack [8].
K. Rajeshree , R. Shubhangee, N. Chaitanya and p. Nidhi provided security to the stored data by encrypting it
using the AES256 encryption algorithm with pbkdf2, where the username and password were encrypted using a
key created from the user's password [9].

3. Salting

The salt is added before or after the password and before the hash to hide the actual password. As a result, hackers
face difficulty in discovering the original hashed password because of the salt used. This technique makes the
methods of research tables and rainbow tables by attackers ineffective, and salt is used in the form of a random
sequence which is different for each user to make the reverse research table attack ineffective [10]. Using the
same salt in every hash is considered a major error. It is preferable for the salt to be encrypted and not too short.
For example, the probability of a salt consisting of 3 Asci characters is approximately equal to 857,375
possibilities, and this is not a lot in the presence of 1000 gigabyte drives at a cheap price [6]. A salt that is
unpredictable and provides a high level of randomness is generated using a secure pseudorandom number
generator such as CSPRNG. In order to generate a random salt, the code RNGCryptoServiceProvider () is used,
whose sole task is to generate random numbers and these will be stored in a byte array Get Bytes [11].

Examples used for bad segmentation in forms:

md5 (md5 (salt) + md5 (password)), shal (str_rot13 (password + salt)).

4. Stretching passwords

It means making the time that it takes to crack the password difficult and costly for attackers by making the
password longer before storing it in the database, and it is considered as a good way to thwart attackers [12].
PBKDF2 is one of the common methods used to expand passwords and takes advantage of a slow hash function
to make attacks such as dictionary and rainbow table attacks very slow even with a fast Graphical Processing
Units (GPU) [13], by repeating the hash several times, the number of iterations generates the time needed to derive
the key [14], see Figure 1.

Salt
Password P~ ‘L
Lenght of Key ——» PBKDEF2 @rREC) |~ Master Key

Figure 1 A generic diagram of PBKDF2 [15]

5. Hash function

The hashing algorithm converts a specific sequence into a fixed-length sequence to produce a unique, one-way
output. Therefore, the original text cannot be obtained from the output. In order for the hash to be hacked, the
attacker must try all possible inputs [16]. The most popular hashing algorithms are MD5, SHA-1, SHA-2, SHA-
256, SHA-384 and SHA-512. Hash shortens the data and detects whether the original message has been changed,
which is known as reliability, meaning if one bit is changed, we get a different hash. Through this, the user can
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know whether one or more letters have been changed, as the hash extracts will be completely different [17]. See
example of hashing using hash 256:
Hash256 ("hello") = 2cf24dba5fb0a30e26e83b2ac5h9e29e1b161e5¢c1fa7425e7304336293809824

Hash256 ("hbllo™) = 58756879c05c68dfac9866712fad6a93f8146f337a69afe7dd238f3364946366

Trying to guess the password is one of the simplest ways to break the hash. The most common methods are
dictionary attacks and brute force attacks [18]. Hashing algorithms must be constantly improved to keep pace with
the increasingly complex threat and development of devices. Compatibility between the hashing algorithm and
text length is necessary, the text length should be less than 2 to the power of 64 for compatibility [19]. As for the
steps to implement hash 256, additional bits are added to the message, known as padding bits, where the exact
length is 64 bits less than a multiple of 512. While adding, the first bit must be one, and the rest must be filled
with zeros. Adding 64 bits of data to make the final plaintext a multiple of 512 is known as the padding length.
The default value is needed for eight buffers and we also need to store 64 different keys in an array from K [0] to
K [63] which is known as the padding length. The message is divided into blocks of 512 bits each, and the output
of each block is an input for the next block [20], see Figure 2:

d round
128bits | .| 17 Zound round}
1 | 17 Jeececcccccccccnnn- 63 64
Chunk 0 132 bite 32 bits J 32 bits 32 bits
T ey L SR (. e we2] __wes
KO K16 K62 R icd
512 bits

Figure 2 SHA 256 hash algorithm

The value of K[i] is pre-configured, while WTi] is another input that is calculated individually for each block,
depending on the number of iterations being processed at the time. The final output of the block will serve as input
to the next block with each iteration, and the cycle continues until it reaches the last 512-bit block [21]. The output
is the final hash digest and the length of this digest is 256 bits, according to the name of this algorithm [22].

6. Password hashing

Websites store users' passwords after hashing them to achieve security, privacy and reduce the load on the
database. The general workflow for account registration and authentication in a hash-based system is done through
the following steps [23].

1. Creation of an account by the user, followed by hashing the password and storing it in the database.

2. Upon login, the password hash entered by the user is checked against the password hash stored in the database
after which the user is granted access if the hash's matches. If they do not match, the user will be told that they
entered invalid login credentials [24]. The properties that must be present in a hashing algorithm in order for it to
be effective are: Determinism, when the same input must always produce the same hash output. As it is necessary
to detect changes in the input data [25]. The second property is Collision resistance, meaning that it must be
mathematically infeasible to find two different inputs that produce the same hash output [26]. This property
guarantees data integrity in addition to irreversibility, meaning that determining the original input from the hash
output must be mathematically impractical, in addition to Non - Degeneracy which refers to any slight change in
the input, produces a significantly different hash. In general, a good hash algorithm must provide a safe and
effective way to protect the integrity of the data. The common attacks used to crack password hashes are dictionary
attacks and brute force attacks [27]. Guessing the password and hashing the guess is considered the simplest and
most common way to hack the hash, which is computationally expensive and least efficient. However, it will
eventually always find the password. Examples of these attacks include dictionary attacks that use a dictionary
containing hashes for more than 10 to 20 million passwords [28].

7. The proposed system technique

Passwords are the main target for attackers as they are considered the primary key to accessing the data. Hashing
passwords to prevent them from being hacked by an unauthorized person before storing them in the database is
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considered an insufficient process as it exposes them to attacks such as dictionary attacks and brute force. The
attacker can use a rainbow tables attack if they access the data. Adding a different random sequence of salts to
each password makes the dictionary attack ineffective as the attacker has to try different salts for each word. A
brute force attack is still effective despite using a random string of salts, as a result, another layer of security is
needed by making the hash function slow, which is known as key extension or derive the key to be more immune
to brute force attacks as the attacker will need more time to test the keys, see table 1.

Table 1 Cracking the hashed password using hash 256 without salt, with salt, using salt with 10 repetitions

password Hash 256 type result

Password without salt

Ali 862ef3927a7c8acfd3e79aa547800ef285cd9b13a39f5ec2d47554981¢ch313¢8 | Sha 256 | Ali

Password with salt

Ali#ra56vckh@ | 7156e499ac3dflc37d36d5¢372dae23ab80ea0b88f8e5e7¢219dc20979311456 | Unknown | Not
dewsauigAx@0 found

Password with salt & 10 iteration

Ali#rdas56vckh@ £3805669776303cd2a78fb84231adeale54136961c5747dcd345833d24¢8955b | Unknown | Not
dewsauigAx@0 found

In our proposed system, layers of security are achieved to protect the passwords from attack through the following
points:

1. Hash the user name using the hash function 256 and store the hash result in the database. This will prevent half
of the information from being available to the attacker.

2. Hash passwords using the same hash by applying one of two methods, then storing the hash result in the
database. The first method is to generate a random salt (using the CSPRNG function) and add it to the beginning
of the password before hashing, followed by storing the salt and the hash result in the database. As for the second
method it uses the PBKDF2 algorithm, which generates a random salt of 16 bytes and adds 29000 iterations, then
hashes it, stores the salt and the result of the hash in the database, or a salt of 8 bytes can be generated and iterations
of 1000, see figures 3, 4, 5.

3. A comparison between the two methods in terms of the time it takes for the user to log in, the password strength,
and the time required for the attacker to guess the passwords per second.

Input
\ CSPRNO
P o (> Has256
User name Password » OR
- Hash256
BPDFK2

Hash256

Figure 3 The proposed system for storing the hashed username and password with salt
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Figure 4 The proposed system for verifying

the username and password
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Figure 5 The proposed system using

The basic codes for proposed system are illustrated as follows:
# Insert salt

byte[]salt;
newRNGCryptoserviceprovider().GetBytes(salt=new byte[16]);

# The use of salt and automatic duplication using bpkdf2
Reg_form=registrationForm()

If Reg_form.validate_on_submit():
username=Reg_form.username.data
password=Reg_form.Password.data
pbkdf2_sha256.hash(password)

# Specified number of iterations 1500 and salt size 8 bytes

If Reg_form.validate_on_submit():
username=Reg_form.username.data
password=Reg_form.Password.data
pbkdf2_sha256.using(round=1500,salt_size=8).hash(password)

Wasit Journal of Engineering Sciences 2024 12 (2)

Intellij with JavaFx

Propeifies : Anchy

Layodt - Archd

USE.COMPUTED SIZE

5E_COMPUTED,_SIZE

Postd

pg64



N. Mustafa

# The password hash stored in the database
Reg_form=registrationForm()

If Reg_form.validate_on_submit():
username=Reg_form.username.data
password=Reg_form.Password.data
hashed_password=pbkdf2_sha256.hash(password)
user=user(username=username,password=hashed_pswd)
db.session.add(user)

db.session.commit()

return redirect(url for(‘login’))

The PBKDF2 algorithm adds salt and repetitions to the password, it will add a salt of 16 bytes and a repetition of
29000 iterations. The greater the number of iterations, the higher resistance we get against dictionary and brute
force attacks as they generate a slow key and a slower login time. Increasing the number of iterations from 1,000
to 29,000 is as if a character was added to the password, see Table 2.

Table 2 Attacker’s guessing per second

Without repetition 1000 repetitions 10000 repetitions
An attacker can make 50 An attacker can make 50 million hashes An attacker can make 5 million
billion hashes guesses per guesses per second. hashes guesses per second.
second.
The amount of guesses per second has The amount of guesses per second
decreased. has decreased further.

The table shows that the more repetitions are made, the greater the effort and the more time it takes for the attacker
to guess.

After implementing the system, it was found that the time taken to log in for the method of using the random salt
using the CSPRNG function is faster than the method of using PBKDF2 by a slight difference when we use 1000
iterations, and the difference in time will be greater the more the number of iterations is increased. As for safety,
the second method is better as it requires the attacker to spend time, effort and resources to access the password,
see Table 3.

Table 3 Time taken to log in between the CSPRNG method and the PBKDF2 method

The algorithm | Password Hash function 256 Time
used taken to
hash(salt + password) log in
CSPRNG Nada f342410a35¢32030d8bb8e17f466369f005ef8ea72178c86fca0809731 | ~81.08ms
bch818
PBKDF2 Nada e3bc5ad8b2763915e1242531d666127dbal7f66b4f424c1ebcOf7ec0ab | ~85.90ms
7bbd5e
(1000
repetitions)
PBKDF2 Nada fd076b821d2205d753f66bad4612887463b3dad86af5240d60eadf217 | ~98.04ms
040032
(29000
repetitions)
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The time it takes for the user to log in and then verify the password and user name cannot be determined as a fixed
time, but rather an approximate time to allow access, because the speed depends on the central processing unit,
which varies from one calculator to another in addition to the speed of the Internet. When entering the database,
the standard encryption format is identified, which specifies dollar signs as segment separators, which begins by
defining the hashing algorithm used, which in our system is the SHA256 algorithm with PBKDF2, then the
number of repetitions is 29000, and the length of the salt is 16 bytes, and the salt will be different for each saved
password, Figure 6 showing access to the database and using the same password, which is Ali, for the second and
third user. The result is different hashes due to the use of different random salts with the iterations.

ID |Username password

Wafa test

Ali Sphbkdf2-
5ha25652900059s3jflmxXgsngjCm10rmvA530a308de5da03dachf3dcf134714e90c593ef
eaaaellb3447cbfdbas0d716b30

3| Al Spbkdf2-
sha25652900057j6j8lwlbsgkKlsyerysmvS084b5h862f891d33c70f0f00a82eaed260a9106
Ofcc15b090103bc2be952f05e

Figure 6 Database used, the same password for the second and third user with a different hash result

To calculate the strength of the password, the number of possible characters is multiplied by 1. For example, if
the password contains letters and numbers, then the number of letters in the English language is 26 and the
numbers are 10 from 0 to 9, so the total = 36 letters and the password consists of 6 letters, so the result of the
strength of the password = 36”6, that is, 2176782336 billion possible passwords. In conclusion, whenever the
password is a combination of uppercase and lowercase letters, symbols and numbers, it will create huge
possibilities which the attacker must pass through, this requires a high cost and a lot of effort. Wolfram Alpha was
used to calculate the mathematical operations. Calculating the strength of the password is done using the following
equation [29].

Sample space of a password=B = C * N.

B - The total number of possible passwords

C- Number of characters when the pool of (lowercase a-z=26, uppercase A-Z=26, numbers=10 and
symbols=33)

N- Number of characters our password has, see table 4

Table 4 Calculating the strength of different passwords

© password N (Password strength B)
26(lowercase) hedfskui 8 208827064576
95 (33+26+26+10) *@#$v14B 8 6634204312890625
26(uppercase) ANBVIJKGFDRESCX 15 | 1677259342285725925376
95 (33+26+26+10) $rRtd348j0bvo%ofx 15 | 463291230159753366058349609375

In conclusion, the larger the value of B, the more difficult it is to guess the password and thus the more difficult
it is to crack. As for the time, it is related to the speed of the server during password verification, and therefore
the appropriate number of repetitions must be set. To calculate the time required for an attacker to guess passwords
per second, which is equal to the strength of the password divided by 50 million per second, is done by applying
the following equation, see Table 5.

((B /50 million) seconds = ((36 ” 6) / 50 million) seconds= 0.7256 minutes
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B represents the strength of the password from the previous example

Table 5 Time required to increase cost

B The time required for the attacker to guess

=((B/50 million seconds))

minutes hours days months years

208827064576 69.61 1 hour 9 minutes
36.54 seconds

6634204312890625 36857 1536 | 50.49
463291230159753366058 2.936x10"14 average
349609375 Gregorian years

According to the table, to reduce the attacker's guesses per second, the cost value is increased, which is achieved
by increasing the password strength.

8. Analysing password attacks and how to avoid them

An attacker can run a brute force attack or a dictionary attack as long as he can use the hash stored in the website.
If the database is breached without being detected, then it’s a big problem. The reason for this is that the hacker
can easily make the website infect users with malware. Password hacking can be divided into two categories:
Online attacks which are attempted by penetrating the password login page directly from the server, this is very
difficult as it is limited by the speed of the network and can be easily detected. As for password attacks without
an Internet connection, they save time for the attacker, when using password cracking tools, the attacker can break
the encryption of passwords after taking their hash, in addition to hacking the password using a variety of software
techniques and stealing user data by sending viruses that destroy the memory. The process of replacing letters
with numbers and symbols in passwords is considered as a dangerous process as it is easy to detect, for example,
3for E, 4 for A, and @ for a, and therefore it should be avoided. The attacker aims to identify the minimum length
and complexity of the password, for example symbols and upper and lower case letters, as it aids in guessing.
Information is collected from social media or deceptive conversations, these information help in guessing the
password. Advanced password cracking tools often use a dictionary and mix numbers and symbols to imitate a
real password with complex requirements. To mitigate a dictionary attack, it is necessary to limit the number of
incorrect attempts to enter so that the user’s account is automatically locked when the error is repeated for a certain
number of attempts, in addition to enforcing strict password rules. Password — such as requiring users to create
strong passwords.

The attack is carried out through trial and error in a brute force attack, whereby a group of numbers and symbols
are entered. The method used is a software method for experimentation. This method is considered excellent when
the password is short. Therefore, it is preferable that the password is at least 8 characters long. This method is
used from the attack as a last resort as it is not effective. The use of salt prevents lookup and rainbow table attacks
from hacking large sets of hashes. Due to the presence of advanced graphics cards (GPU) and hardware dedicated
to calculating billions of hashes per second. Dictionary and brute force attacks on each hash remain effective, and
for this reason, Key extension technology is used. When a website is hacked, it is necessary to determine how to
hack and eliminate the security vulnerability. Users must be informed by email notifications. The strength of the
password can be shown to the user to determine the security level desired. It is preferable that the minimum length
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of the password be 13 characters, contain 3 symbols and 4 numbers. The most important thing is not to force users
to change the password every now and then as it leads to inconvenience and thus choosing weak passwords.

9. Conclusions

The user name may be predictable. It may be the surname, the first letter of the name, the name of one of the
children, or the email address. Thus, half of the information necessary to log in is available to the attacker, and
only the password is needed. To prevent the user name information from being obtained by the attacker in this
system, the user name was hashed using a hash of 256 and stored. A common mistake is to use the same salt in
every hash, the reason for that is: if two users have the same password, they will still have the same hash. The
attacker can still use a reverse lookup table attack to run a dictionary attack on every hash at the same time. This
is why in this system, a new random salt was created every time the user creates an account or changes his
password, Figure 3. After calculating the strength of password B, we conclude that the longer the key is, contains
symbols, letters, and numbers, the greater the strength of the password, see Table 4. In this system the attacker’s
guesses per second were reduced in our system by increasing the cost value, which was obtained from increasing
the strength of the password, see Table 5. We conclude that using the BPDFK2 method is better than the CSPRNG
method due to the presence of repetitions, the greater the number of repetitions, the greater the time and effort for
guessing by the attacker Table 1 and 2. The system application has proven that the hashing algorithm must be
fast enough to handle the required volume of data in a reasonable period of time, that is, achieving security by
balancing speed and security (complexity). If the log in time is long due to the increase in the number of
repetitions, this leads to fatigue and inconvenience for the user, and thus increases the likelihood of entering a
weak password by the user.
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